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(57) Stored infoimation is destroyed when a card C is intentionally pulled out of a magnetic card reader of the 
card running typo. An abnormal stoppage of a running magnetic card is detected, a movement of the card 
after the stoppage is detected, and a magnetic information destruction device 8 is activated in response to the 
movement detection. When adjacent card sensors 71, 72, 73 do not detect a card for a time period which is 
longer than a preset time period, it is judged that the card is stopped. 
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FIG. 3 [FLOWCHART OF DETECTING STOPPAGE OF CARD] 

( START ) 



RESET 



YES 



RESET 



RESET 



SET CPU 




SHUTTER OPEN 
(DRIVING SOLENOID) 



(STOPPAGE DETECTING FUNCTION) 

(JUDGED BY OUTPUT OF 
MAGNETIC HEAD AT CARD 
INSERTION SLOT OR CARD 
INSERTION DETECTING SWITCH) 

(DRIVING CARD FEED MOTOR) 




TIMER START 



(FOR EXAMPLE, 3 SEC.) 



.ELAPSE TIME PERIOD?^ 
NO 

SENSOR 72 ON? 
YES 



YES 



TIMER START 1 (FOR EXAMPLE. 3 SEC.) 



YES 




(REVERSELY ROTATION CARD 
FEED MOTOR) 
(FOR EXAMPLE, 3 SEC.) 



YES 



EMERGENCY 
STOP 



( END ) (DISCHARGE CARD) P^ECTION^CAJ-jD 



4/4 



FIG. 4 
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METHOD OF PREVENTING A MAGNETIC CARD FROM BEING 
FRAUDULENTLY USED, AND A CARD READER 

BACKGROUND OF THE INVENTION 
Field of The Invention 

This invention relates to a technique of preventing a 
magnetic card frequently used as a credit card or the like, 
from being fraudulently used, and more particularly to an 
improvement of a technique of preventing a magnetic card from 
being used by steal. 

Background 

Magnetic cards such as credit cards which are based on 
accounts of banks, etc. are widely used as cashless device. 
Usually, a single person uses a number of magnetic cards. 

Such a magnetic card allows dealings for cash to be 
automatically performed. Therefore, there is a problem in 
that, when a magnetic card is used by steal, extensive damage 
may be caused. 

To comply with this, a magnetic card is provided with 
security device such as an addition of a password. In 
practice, when the password of a magnetic card is once known, 
however, the magnetic card is easily used f raudulently . 

In place of cash, prepaid cards such as phonecards are 
widely used. When such a prepaid card is once stolen, it is 
impossible to prevent the prepaid card from being used by 
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steal- Furthermore , oblique dealings are often practiced in 
which the amount of a card is kept full by pulling out the card 
before settlement. 

In order to prevent such fraud from occurring, a 
technique is proposed in Japanese Utility Model publication No. 
Hei. 4-28374 entitled 'CARD READER* . The proposed technique 
can be applied to a card reader having a special configuration 
in which a magnetic card is placed on a card tray and then 
introduced into the card reader, the tray is shopped at a 
normal position, and a magnetic head is caused to run on the 
card to read and write information such as an amount. 
According to the technique, a destruction unit which, when the 
tray is at the normal position, butts against a magnetic 
storage portion of the card is advanced into the vicinity of 
the card insertion slot. When the card is intentionally pulled 
out before the completion of the information reading and 
writing process, the destruction unit destroys the information 
of the magnetic storage portion so that the card is disabled to 
be again used. 

In a card reader which is commonly used, however, a 
magnetic card is caused to run so as to be made slidingly 
contact with a magnetic head located at a normal position, 
thereby reading and writing information. 

In card readers of this type, fraud has frequently been 
practiced in the following manner. A card reader is previously 
modified so that a card is intentionally stopped in the reader. 



when a normal user inserts a magnetic card into the card reader, the card is stopped in 
the card reader and not returned to the user. After making sure that the user gives up 
the recovery of the card and leaves the card reader, the stopped card is pulled out. 
Such fraud can be repeatedly conducted. 

SUMMARY OF THE INVENTION 
The problem to be solved by the invention is the above-described fraudulent 
use. Fundamentally, in the same manner as the above conventional example, the 
problem can be solved by, when a card is fraudulently pulled out, destroying 
information stored in the card. However, the above conventional example cannot 
attain a fraudulent use prevention method which can be applied to a magnetic card 
reader of the card running type, particularly to a magnetic card reader having a normal 
configuration. 

The invention has an objection of providing a technique of destroying stored 
information which is to be conducted when a card is intentionally pulled out in a 
magnetic card reader of the card running type. 

According to the invention there is provided a method of preventing a cared 
with stored information data from being fraudulently used in a card reader of the card 
running type, said method comprising the step of destroying at least a part of the 
information data stored in the card by an information destruction device when the card 
is fraudulently pulled out from the card reader. 

Furthermore, there is provided a card reader device of the card running type for 
preventing a card with stored information data from being fraudulently used, said card 
reader comprising: 

a stoppage detecting device for detecting an abnormal stoppage of the card, 
a movement detecting device for detecting a movement of the card after the 
abnormal stoppage, and 



an information destruction donee for destroying at least a part of the 
information data, said information destruction device being activated in response to the 
movement of the card detected by said movement detecting device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a diagram showing the fundamental configuration of the card reader of 
the invention and the length of a card; 

Fig. 2 is a block diagram of a circuit for controlling 



the operation of Fig. 1; 

Fig. 3 is a flowchart of a process of defecting the 
stoppage of the magnetic card; and 

Fig. 4 is a flowchart of a process of destroying stored 
information . 

DETAILED D ESCRIPTION OF THE PREFERRED EMBODIMENTS 

Hereinafter, embodiments of the invention will now be 
described in detail with reference to Figs. 1 to 4. 

Fig. 1 is a diagram showing the fundamental 
configuration of a card reader and the length of a card. In a 
card running path 0 which is disposed inside with respect to a 
card insertion slot 1, the following components are disposed: 
a card detection magnetic head 2 at a position corresponding to 
a magnetic stripe of an inserted magnetic card C; a magnetic 
head 8 for destroying magnetic information; a shutter 3 which 
can blocks the card insertion and, in the case of a normal 
card, is driven by driving device such as a solenoid 31 to open 
the card running path 0; card feeding rollers 41 to 43 which 
are arranged at intervals shorter than the length of the card 
and driven by a card feed motor 40; a pat roller 64 which 
opposes the magnetic head 2, driven rollers 61 to 63 which 
oppose the card feeding rollers 41 to 43, respectively; a 
magnetic head 5 which is adjacent to the side of the driven 
roller 63 and reads and writes magnetic information; and card 
sensors 71 to 73 which are arranged in a portion of the card 
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running path 0 inner than the card feeding roller 41 and at 
intervals longer than the length of the card. The card sensor 
72 is disposed so as to be adjacent to the side of the card 
feeding roller 42. These card sensors are photosensors each 
consisting of a light emitting device and a light receiving 
device. Alternatively, the card sensors may be realized by 
using sensors of other types such as a switch. 

Fig. 2 is a block diagram of the circuit of the card 
reader. A central processing unit (CPU) 9 consists of a 
microcomputer which controls the whole of the card reader. The 
magnetic head 2, the card sensors 71 to 73, an encoder 45 which 
detects the rotation of the card feed motor 40, a driver 46 
which drives the card feed motor 40, the solenoid 31 which 

drives the shutter 3, and the information destruction magnetic 

head 8 are connected to the CPU 9. A reset button 91 is 

connected to a reset terminal. 

In place of the card detection magnetic head 2, a 

mechanical or optical switch may be used for detecting the card 

insertion . 

Next, the operation of the card reader will be 
described. 

The shutter 3 is normally closed (to shut the card 
running path 0). When a normal magnetic card C (a credit card 
or a prepaid card) is inserted through the card insertion slot, 
the magnetic head 2 detects the magnetic stripe (not shown) of 
the card and the solenoid 31 is driven. This drive causes the 



shutter 3 to be opened so that the magnetic card C is inserted 
into the inner portion (the insertion is manually conducted). 
Simultaneously, the card feed motor 40 is driven so that the 
card feeding rollers 41 to 43 are rotated. When the front end 
of the magnetic card C reaches the card feeding roller 41, the 
magnetic card C is transported in the card running path 0 by 
the card feeding roller 41. 

When the magnetic card C reaches the magnetic head 5 
and further runs, magnetic information stored in the magnetic 
stripe is read. When the card sensor 72 does not detect the 
magnetic card C any longer, it is judged that the magnetic card 
C has passed over the magnetic head 5, and then the card feed 
motor 40 is caused to reversely rotate so that the magnetic 
card C is returned. 

When information stored in the magnetic card C is to be 
updated, the magnetic card C is reciprocally moved two or three 
times with respect to the magnetic head 5 so as to be subjected 
to the processes of reading and writing information. This 
operation is well known, and therefore its detail description 
is omitted. 

Next, the operation of detecting the stoppage of the 
magnetic card (the operation is controlled by the CPU 9) wili 
be described with reference to a flowchart of Fig. 3. 

The card reader is set to be in the operation enabled 
state, and the CPU 9 is set. 

When the normal magnetic card C is inserted through the 
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card insertion slot 1 under this condition, the magnetic head 
2 detects the card, the solenoid 31 is driven so that the 
shutter . 3 is raised in Fig. 1, and the card feed motor is 
driven. Therefore, the card running path 0 is opened and the 
magnetic card C can be inserted into the reader. When the 
front end of the card reaches the card feeding roller 41, the 
card is caused to run by the transporting force exerted by the 
rollers 41 and 61. 

When the magnetic card C reaches the sensor 71, a timer 
incorporated in the CPU 9 starts the time count operation. 
When the magnetic card C fails to reach the sensor 72 before an 
elapse of, for example, 3 sec, it is judged that the card is 
stopped, and an emergency stop operation is conducted on the 
card reader- The time period is set to be 3 sec. because of 
the following reason. When the card reader operates normally, 
the time period required for a card to reach the sensor is 
about 1/10 times the preset emergency stop time period (i.e., 
0.2 to 0.3 sec). In consideration of variations in operation, 
the time period is set so as to provide a margin. 

If the magnetic card C runs normally, the sensor 72 
detects the magnetic card C at an elapse of a time period as 
short as 0.2 to 0.3 sec after the sensor 71 detects the 
magnetic card C, and therefore such an emergency stop never 
occurs . 

When the magnetic card C reaches the sensor 72, a timer 
incorporated in the CPU 9 starts the time count operation. 



When the magnetic card C fails to completely pass over the 
sensor 72 before an elapse of, for example, 3 sec, it is 
judged that the card is stopped, and an emergency stop 
operation is conducted on the card reader. 

If the magnetic card C runs normally, the magnetic card 
C completely passes over the sensor 72 within a short time 
period after the sensor 71 detects the magnetic card C, and the 
sensor 72 is then turned off. Therefore, such an emergency 
stop never occurs. 

When the magnetic card C completely passes over the 
sensor 72, a timer incorporated in the CPU 9 starts the time 
count operation and the card feed motor 40 is caused to 
reversely rotate so that the magnetic card C runs in the 
opposite direction. When the magnetic card C fails to reach 
the sensor 71 before an elapse of, for example, 3 sec, it is 
judged that the card is stopped, and an emergency stop 
operation is conducted on the card reader. 

If the magnetic card C runs normally, the sensor 71 
detects the magnetic card C within a short time period after 
the magnetic card C passes over the sensor 72, and therefore, 
such an emergency stop never occurs. Thereafter, this 
condition is kept until the card is discharged. 

The card sensor 73 is located at a position which is 
inner than the card sensor 72, in order that, in the case where 
the magnetic card C is stopped at a position inner than the 
card sensor 72, the stoppage position is determined. 



When magnetically stored information is to be updated 
as described above, the card feed motor 40 is caused to forward 
rotate in response to the card detection of the sensor 71, so 
that the above-mentioned operation is repeatedly conducted, 
whereby the card is reciprocally moved over the magnetic head 
5 several times required for the update of magnetically stored 
information* Thereafter, the operation is finished. 

Next, the operation of destroying stored information of 
a magnetic card (controlled by the CPU 9) will be described 
with reference to a flowchart of Fig. 4. 

Under the initial condition shown in Fig. 3, the card 
reader is set to be in the operation enabled state, and the CPU 
9 is set. 

As described above, in this condition, the timers 
incorporated in the CPU 9 are turned ON/OFF in response to 
signals from the respective sensors 71 and 72 which detect the 
passage of the card C, and the CPU 9 monitors the magnetic card 
C to see whether the card is subjected to the emergency stop 
operation shown in Fig. 3 or not, on the basis of elapses of 
the preset time periods of the timers. 

If the emergency stop operation is detected, the 
movement of the magnetic card C is monitored on the basis of 
the presence or absence of an output of the encoder 45. 
Specifically, the encoder 45 detects the rotation of the card 
feed motor 40 driven by the card feeding rollers 41 to 43 which 
are rotated in accordance with the movement of the card C, and 
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produces an output. On the basis of the presence or absence of 
the output of the encoder 45, therefore, it is possible to 
monitor the movement of, the magnetic card C. When the output 
of the encoder 45 is supplied to the CPU 9 after an emergency 
stop, the information destruction magnetic head 8 is driven so 
as to generate a strong magnetic field. 

This condition is kept until all the card sensors 71 to 
73 do not detect the magnetic card C. When the magnetic card 
C is fraudulently pulled out, therefore, the magnetic stripe of 
the magnetic card C passes through the strong magnetic field of 
the information destruction magnetic head 8, and therefore 
stored information is destroyed by the strong magnetic field. 
It is sufficient for the destruction to be conducted on only a 
part of the stored information. The part of stored information 
can surely be destroyed by the operation of pulling out the 
card. 

When the emergency stop is to be corrected, the 
operator presses the reset button so that the CPU is reset. 
This causes the information destruction magnetic head 8 not to 
be driven, and hence information stored in the magnetic card C 
is prevented from being destroyed. 

The embodiment described above is a preferred example 
of executing the invention. However, the invention is not 
restricted to the embodiment, and may be executed in variously 
modified manner without departing from its spirit. 

For example, the stored information destruction device 
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may be realized by conducting a deforming process such as 
punching, scratching, or projection (embossment or the like) on 
the stripe portion of the magnetic card C by using a punch 
which is intermittently driven, thereby disabling the card from 
being reused. When the magnetic stripe is once deformed or at 
least uneven portion is formed in the stripe, information 
cannot be read, and hence it is substantially impossible to 
reuse the magnetic card. 

The intermittent driving of the punch is conducted 
because the timing when the magnetic card C passes below the 
punch cannot be specified. 

When the magnetic card C is heated to a temperature 
higher than the Curie point, magnetic information of the stripe 
is destroyed. Consequently, heating device such as a heater 
which can heat the card to a temperature of about 200 °C may be 
used as the stored information destruction device. 

Alternatively, the information destruction device may 
be realized by advancing a file or the like into the card 
running path so as to oppose the stripe, and then scratching 
the stripe. 

As described above, according to the invention, a 
magnetic card reader of the card running type is constructed so 
that, when a magnetic card which stops in the reader is pulled 
out, the stored information destruction device destroys stored 
information. Even when device for stopping a card is 
intentionally disposed in the reader and a magnetic card of 
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another person which stops in the reader is stolen from the 
reader, therefore, it is possible to prevent the stealing from 
producing a victim. When a magnetic head or a heater is used 
as the stored information destruction device, particularly, it 
is possible to attain an effect that the stealer cannot 
recognize the fact that stored information is destroyed. The 
invention may be applied to a magnetic card reader which is 
already in operation. 
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1 A method of preventing a card with stored information data from being 
fraudulently used in a card reader of the card running type, said method comprising the 
step of destroying at least a pan of the information data stored in the card by an 
information destruction device when the card is fraudulently pulled out from the card 
reader. 

2. The method of claim 1 wherein said information destruction device is 
activated in response to a movement of the card detected by a movement detecting 
device after detecting an abnormal stoppage of the card by a stoppage detecting 
device. 

3. The method of claim 2 wherein said stoppage detecting device includes 
card isensors arranged in a card running direction and at intervals which are shorter 

than a length of the card. 

4. The method of claim 3 wherein the card fails to completely pass over 
one of said card sensors in a predetermined time, it is judged to be subjected to an 
abnoimal stoppage, thereby the card reader being stopped. 

5. The method of claim 4 wherein said movement detecting device 
includes card sensors arranged in a card running direction and at intervals which are 
short er than a length of the card. 

6. The method of claim 3 wherein when the card does not reach one of 
said card sensors in a predetermined time after being detected by the adjacent one. it is 
judged to be subjected to an abnormal stoppage, thereby the card reader being 
stopped. 



7. The method of claim 6 wherein said movement detecting device 
includes card sensors arranged in a card running direction and at intervals which are 
shorter than a length of the card. 

8. The method of claim 4 wherein said movement detecting device 
includes an encoder for detecting a rotation of a motor for feeding the card. 

9. The method of claim 6 wherein said movement detecting device 
includes an encoder for detecting a rotation of a motor for feeding the card. 

10. The method of claim 1 wherein said information destruction device 
includes an erasing member electromagnetically generating a strong magnetic field. 

1 1. The method of claim 10 wherein said erasing member is on a side of a 
card insertion slot in a card running path of the card reader. 

12. The method of claim 1 wherein said information destruction device 
includes a heater member generating a heat. 

13. The method of claim 12 wherein said heater member is on a side of a 
card insertion slot in a card running path of the card reader. 

14. The method of claim 1 wherein said information destruction device 
includes a deforming member deforming the card. 

15. The method of claim 14 wherein said deforming member is on a side of 
a card insertion slot in a card running path of the card reader. 

16. A card reader device of the card running type for preventing a card with 
stored information data from being fraudulently used, said card reader comprising: 

a stoppage detecting device for detecting an abnormal stoppage of the card, 
a movement detecting device for detecting a movement of the card after the 
abnormal stoppage: and 
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an information destruction device for destroying at least a part of the 
information data, said information destruction device being activated in response to the 
movement of the card detected by said movement detecting device. 

17. A method substantially as described herein with particular reference to 
Figures 3 and 4 of the accompanying drawings. 

18. A device substantially as described herein with particular reference to 
Figures 1 and 2 of the accompanying drawings. 
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